Securing Your Journey
to the Cloud

Trend Micro™

Encryption for Email Client

Easiest encryption for achieving compliance

Email has become a vital business tool for sending and receiving even the most
confidential messages. Yet any time you send sensitive information over the
Internet, you expose yourself to the risk of a data breach. That's why encryption
is no longer an option for many organizations seeking to protect email privacy
and achieve regulatory compliance. The only real question is finding the right
encryption solution for your needs—one that delivers rigid security without the
heavy administration that encryption typically demands.

Trend Micro™ Encryption for Email Client plugs into Microsoft® Outlook® to minimize IT burden,
simplify compliance, and lower TCO. Built with Trend Micro™ PrivatePost™ technology, this hosted
key management solution helps ensure availability of encryption keys 24x7, offering password and
key recovery with no IT intervention. Users can encrypt emails by merely clicking a button on the
desktop. Furthermore, the web-based Zero Download Reader makes it easy to share encrypted files
with anyone inside or outside your organization. Trend Micro Encryption for Email Client is simply the
easiest way to secure your business communications without overburdening your IT staff.

KEY FEATURES

Seamless Integration

* Plugs into Microsoft Outlook for user-designated email encryption
* Encrypts emails with a mere click of a button

« Simplifies use, facilitating adoption and improved productivity

Effortless Key Creation
* A recipient’'s email address is all that's needed to create encryption keys
+ Users can send and receive encrypted files without assistance from IT

Hosted Key Management
* Accelerates deployment, lowers up-front costs, and reduces operational complexity
» Minimizes IT burden, decreasing time spent on key management and privacy issues

24x7 Key Recovery
» Offers password and key recovery with no IT intervention
» Ensures worldwide availability of encryption keys all day, every day
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Protection Points
* Client

Threat Protection

* Privacy

« Data Protection

» Compliance

» Securing Intellectual Property

KEY BENEFITS

For IT

 Ensures privacy and aids regulatory
compliance

* Minimizes end-user training

» Saves time and resources with hosted
key management

For Sender

» Sends encrypted email no differently than
standard email

* Provides uninterrupted access to data
with 24x7 availability of encryption keys

« Protects sensitive data and allows secure
delivery to any recipient—both inside and
outside your organization

For Recipient

» Secures both incoming and outgoing
emails and attachments to comply
with regulations and requirements of
trading partners

* Decrypts via web-based Zero Download
Reader for those without client software
installed, including those on iOS,
Blackberry or Android smart phones
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Trend Micro™ Encryption for Email Client uses identity-based encryption and hosted key
management to deliver end-to-end email data protection.

O Email Encryption
Client

Hosted Key RPN
Service

)

0

~ >

Email Encryption
Client

Sending an encrypted email is as easy as sending an unsecured email:
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This message has not been sent.
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Subject: ‘Important Confidential Information

Attached: |60 carlosadsx (12 KE

Hello Raul, Attached is the file containing the information you requested. Thanks, George

MINIMUM SYSTEM REQUIREMENTS

Compatible Operating Systems

+ Microsoft® Windows® XP 32-bit, Windows Vista® 32-bit and 64-bit, Windows 7 32-bit and 64-bit

CPU and Memory

* Intel” Pentium™ 800 MHz or better
+ 256 MB memory minimum, 512 MB recommended

Required Disk Space

+15 MB available for installation

Compatible Email Clients

+ Microsoft Outlook® 2003, 2007, 2010, Windows Live Mail 2009, 2011

Compatible Web Browsers for Zero Download Reader

* Microsoft Internet Explorer® 7.x or better
« Firefox® 4.0 or better

Compatible Smart Phone Operating Systems for Zero Download Reader

» Apple iOS » Google Android + RIM Blackberry
See ReadMe for specific versions

System requirements change periodically. For the latest updates please visit the Trend Micro Encryption product page at
www.trendmicro.com
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RELATED PRODUCTS

Trend Micro™ InterScan Messaging
Security with Data Privacy and
Encryption add-on

Automatic policy-based email encryption
and DLP

Trend Micro™ Hosted Email Security
Reclaims bandwidth by keeping threats
off the network

Trend Micro™ Hosted Email Encryption
Integrates seamlessly with Trend Micro
Hosted Email Security

ScanMail™ for Microsoft® Exchange
Adds a layer of messaging security at the
mail server

Trend Micro™ Enterprise Security

for Gateways

Combines web and messaging gateways
with encryption as virtual appliances
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